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Deploying Real -Time
Systems Into Secure
Environments

Deploying Real-Time Systems into Secure Environments
Wednesday, May 22 | 1:30 PM - 2:30 PM

Main Track: Aerospace & Defense
Cross Track: Test Development & Management

Description:
Deploying a real-time system (PXI or CompactRIO) into a secure environment requires controls to protect the network and data. Explore how to implement these controls and satisfy your security team.
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Walls can be breached.



Shiftto zero  -trust

In a zero-trust world:

A Assume a breach can happen
A Trust no one
A Each component must provide its own security

A Air-gaps are no longer valid
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System Security Approval

If you test products you may need:
A Company security approval
A Customer security approval

A Government security approval

If you deliver a system you may need:
A Customer security approval

A Government security review (RMF)

A Contract flow-down requirements

A Security documentation
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Security Documentation

A Does the system meet security requirements? A Do you know how to configure the system securely?
I NIST 800-171 I Secure configuration guide
I User system secure development process I Letters of Volatility

A Do the components meet security requirements? Als the system configured securely?
I NIST 800-171 I STIG

I Self-attestation form
I Vendor Software secure development process

I FEDRamp
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System Security

Integrator Responsibility
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Provide Training

Ensure everyone understands security best practices.

Learn more >

Establish Design Requirements

Define standard security features that zll engineers should

use.

Learn more >
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Perform Static Analysis Security Testing
(SAST)

Analyze source code before compiling to validate the use of

secure coding palicies.

Learn more >
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Define Security Requirements

Continually update security requirements to reflect changes

in functionality and to the regulatory and threat landscape.

Learn more >
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Define and Use Cryptography Standards

Ensure the right cryptographic solutions are used to protect
data.

Learn more >

Perform Dynamic Analysis Security Testing
(DAST)

Perform run-time verification of fully compiled software to

test security of fully integrated and running code.

Learn more >

Define Metrics and Compliance Reporting

Identify the minimum acceptable levels of security guality and

how engineering teams will be held accountable.

Learn more >
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Manage the Security Risk of Using Third-
Party Components

Keep an inventory of third-party components and create a

plan to evaluate reported vulnerabilities.

Learn more >
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Perform Penetration Testing

Uncover potential vulnerabilities resulting from coding errars,
system configuration faults, or other operational deployment

weaknesses,

Learn more >

Perform Threat Modeling

Use threat modeling to identify security vulnerabilities,

determine risk, and identify mitigations.

Learn more >

Use Approved Tools

Define and publish a list of approved tools and their

associated security checks,

Learn mare >
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Establish a Standard Incident Response
Process

Prepare an Incident Response Plan to address new threats

that can emerge over time.

Learn more >

Adopt a security development lifecycle

DevOps -> DevSecOps

Microsoft Secure Development Lifecycle

https://www.microsoft.com/en-
us/securityengineering/sdl/practices

Understand your requirements
NIST 800-171

Develop good LabVIEW code

NI development guidelines

VI Analyzer

Test your code
Dynamic analysis
Static analysis

Document Security

Compliance documents

STIGs
LOVs

Security Training



https://www.microsoft.com/en-us/securityengineering/sdl/practices
https://www.microsoft.com/en-us/securityengineering/sdl/practices

Software for Professional Test Workflows

Electronics
Validation Test

Characterizing electronic prototypes to
ensure quality and performance

Set-up & Measure & Analyze &
Configure Automate Share

Electronics
Production Test

Functional test ensuring manufactured
products meet specifications

Set-up & Measure & Deploy &
Configure Automate Maintain

Electromechanical
Validation Test

Characterizing physical prototypes to
ensure quality and performance

Build & Configure Analyze &
Customize 9 Share

Security Is a significant part of each of these workflows

Embedded
Software Test

Testing deployed software for defects
across wide parameter variations

Configure & Test & Automate &
Map Bring Up Execute
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