
Deploying Real -Time 

Systems into Secure 

Environments



Trusted

UntrustedVPN



Walls can be breached.



Shift to zero -trust

ÅAssume a breach can happen

ÅTrust no one

ÅEach component must provide its own security

ÅAir-gaps are no longer valid

In a zero-trust world:



System Security Approval

If you test products you may need:

ÅCompany security approval

ÅCustomer security approval

ÅGovernment security approval

If you deliver a system you may need:

ÅCustomer security approval

ÅGovernment security review  (RMF)

ÅContract flow-down requirements

ÅSecurity documentation



Security Documentation

ÅDoes the system meet security requirements?

ïNIST 800-171

ïUser system secure development process

ÅDo the components meet security requirements?

ïNIST 800-171

ïSelf-attestation form

ïVendor Software secure development process

ïFEDRamp

ÅDo you know how to configure the system securely?

ïSecure configuration guide

ïLetters of Volatility

ÅIs the system configured securely?

ïSTIG



System Security

 Integrator Responsibility

Adopt a security development lifecycle

ï DevOps -> DevSecOps

ï Microsoft Secure Development Lifecycle

ï https://www.microsoft.com/en-

us/securityengineering/sdl/practices

Understand your requirements

ï NIST 800-171

Develop good LabVIEW code

ï NI development guidelines

ï VI Analyzer

Test your code

ï Dynamic analysis

ï Static analysis

ï Document Security

Compliance documents

ï STIGs

ï LOVs

ï Security Training

https://www.microsoft.com/en-us/securityengineering/sdl/practices
https://www.microsoft.com/en-us/securityengineering/sdl/practices


Software for Professional Test Workflows 

Electronics 

Validation Test

Set-up & 
Configure

Measure & 
Automate

Analyze & 

Share

Characterizing electronic prototypes to 

ensure quality and performance

Embedded 

Software Test

Testing deployed software for defects 

across wide parameter variations

Configure & 
Map

Test & 
Bring Up

Automate & 
Execute

Electromechanical

Validation Test

Characterizing physical prototypes to 

ensure quality and performance

Build & 

Customize
Configure

Analyze & 

Share

Electronics 

Production Test

Functional test ensuring manufactured 

products meet specifications

Set-up & 
Configure

Measure & 
Automate

Deploy & 
Maintain

Security is a significant part of each of these workflows


